WP UNT SYSTEM

How to Enroll in Multifactor Authentication

These instructions provide information on the steps required to enroll in MFA, how to register your
mobile device using the “Duo Mobile” app, and how to register a backup device.

Vern‘y Your Ident|ty

+ Step 1: Go to https://mfa.untsystem.edu and enter your
ttps://mfa.untsystem.edu EUID and password.

UNTISYSTEM

=

UNT ‘ SYSTEM Step 2: Select "Enroll in MFA".

Enroll in MFA

Yeur account is not enrolled in Duo Security.

Enroll in MFA l

Step 3: When prompted, verify your identity by entering three forms of personal information:

e Your date of birth
e Your social security number

e The secret answer that you provided in the Account Management System,
https://ams.unt.edu
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https://ams.unt.edu/

Register Your Mobile Device and Install the Duo Mobile App

Step 4: Click “Start Setup”.

What s this? CF

Need heip? This pracess will help you s&t up your account with this added layer of security.

R

UNT

SYSTEM

What is this? 0

Meed help?

Powerned by Duo Securiby

What type of device are you adding?

@ Mobile phone FECOMUENDED
Tablet (iPad, Nexus 7, gic.)
Landline
Security Key (YubiKey, Faitian, etc.)

Touch Iy

Fequires Chrome on macOs lo use Touch 1D

UNT Protect Your University of North Texas System Account

SYSTEM Two-factor authentication enhances the security of your account by using a secondary device to verify your identity. This prevents anyone but you from accessing
your account, even if they know your password

Step 5: Select the type of
device that you will register.
The recommended type is
mobile phone.

Click “Continue”.

UNT

SYSTEM

What is this? [

Meed help?

Powered by Duo Secunty

03/11/2020

Enter your phone number

United States

Step 6: Enter your
mobile number. Select
“Continue”.

Click “Continue”.

+1 | 940-555-1212 v

Example: (201) 234-5678
You antared (940) 555.1212 I this the cofract numbar?
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Step 7: Select the mobile device

UNT What type of phone is 940-555-1212?  operating system.

SYSTEM (@) iPnone Click “Continue”.

What ke this? 4 Android
Need help? Windows Phone

Other (and cell phones)

Powered by Duo Security

Step 8: Install the free “Duo Mobile” app.

Install Duo Mobile for iOS Install Duo Mobile for Android

1. Launch the Google Play Store app and search for "Duo Mobile”.
2. Tap “Install* to install the app

1. Launch the App Store app and search for “Duo Mobile”.
2. Tap "Ger” and then "InStail to downioad the app.

duo mobile

Duo Mobile - 'J
Duo Security —

After you have installed the Duo Mobile app, select “I have Duo Mobile installed”.

Duo Mobile
DUO SECURITY, INC

Step 9: Using the Duo

l l NT Activate Duo Mobile for iOS Mobile app on your mobile
1. Open Duo Mobile device, follow the prompt
SYSTEM p— : ] | 2 T80 fia - ution to point your camera at the
W nis? OF = He=n 3 Scan this barcode.
' - ' n -. ' it . il Email me an activation link instead QR COde on the screen.
Powered by Duo Security o ::_' -1 . N : : N - Your deVice W|” be instantly
e N A registered in the MFA
. system.

Click “Continue”.
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Step 10: Success!!

©

Click Dismiss to return to the Duo screen.
Enrollment Successful!

Way to gol You can now authenticate fo any

' Duo-protected service.
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Register a Backup Device

It is strongly recommended that you register a second device or method as a backup option for
multifactor authentication. Adding a second device will allow you to use protected resources in the
event you do not have access your mobile device.

SYSTEM

this? CF

Need heip?

Powered by Duo Security

Step 1: Select “Add another

l I N I My Settings & Devices device” and follow

) instructions.
1 oS

= Add another dev

Default Device: 0S5

When | keg in Ask me lo choose an authenlication mathod

Sample Backup Option: Register a Landline

Step 2: After selecting “Add another device” (above), Select “Landline” then select “Continue”.

UNT

SYSTEM

What is thes? 7

Meed halp?

Powered by Duo Security

03/11/2020

What type of device are you adding?

Mobile phone Recoums:
Tablet (iPad, Maxus 7, atc)
o
@- Landiine

Security Key (YubiKey, Feitian, elc.)

Touch ID
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Step 3: Enter

the telephone
UNT Enter your phone number number that

. you will use for
SYSTE M Unsted States v backup

Whal s this? C§ multifactor

Need hein? +1 | 940-555-4321 v ?I::t:en::]c.ation.
ote: this may

be any phone

Powered by Duo Security Example: (201) 234-5678

Extension: number to
which you
E You antared (940) 555-4321_ |5 this the carrect number? have access')

] Then click
Continue “ .y,
Continue”.

Step 4: Success! You have now added a backup method for multifactor authentication.

l l NT My Settings & Devices

SYSTEM (3 ios 940-555-1212

What is this? O3

Hemlien 5 Landline 940-555-4321 JUST ADDED ‘

Powered by Duo Security

+ Agd another device

Default Devica 105 940-367-0487 v

When | log in Automatically sand this device a Duo Push v
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Logout of the MFA Portal

Select the logout button from the menu bar.

& mfa.untsystem.edu

UNTISYSTEM

Home Portal Account Management System || Logout

UNT System MFA Portal

MFA Portal

You may return to MFA.untsystem.edu to make any edits or additions to your multifactor settings.

Authenticating with Duo MFA

Resources protected by MFA will present an authentication screen and allow you to choose the
authentication method. The example below sends a request to your mobile device.

Step 1: Choose “Send Me a Push” to send the response to

UNT Device: | i0s pooeooe v . .
your mobile device.

SYSTEM Choose an authentication method

What is this? C§

Need help? “

Step 2: Open the “Duo Mobile” app on your mobile device.

Powered by Duo Security Enter a Passcode

‘Send Me a Push
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il 3 Step 3: Tap “Approve” from the Duo Mobile app screen to unlock
Login Request the protected resource or you may follow the prompt from a
landline call or SMS passcode to unlock the protected resource.

Protected by Duo Security

UNT

SYSTEM

University of North Texas System
Duo Portal

o)

=

@

Denton, TX, US

®©
11:36:45 AM CDT
July 26, 2019

v X

Approve

If you have any questions or need assistance, you may contact your local department’s IT support group
or helpdesk. Due to the sensitivity and security regarding this, the IT support desk will request you to
provide verification of identity.

UNT UIT Helpdesk:
http://helpdesk.unt.edu
helpdesk@unt.edu
940-565-2324

UNT HSC Helpdesk:
http://helpdesk.unthsc.edu
817-735-2192

UNT Dallas Helpdesk:
http://oit.untdallas.edu/help-desk
972-338-1448

UNT System:
ITHelp@untsystem.edu
940-565-4357

03/11/2020 UNT System; Multifactor Authentication Enrollment


http://helpdesk.unt.edu/
mailto:helpdesk@unt.edu

	How to Enroll in Multifactor Authentication
	Verify Your Identity
	Register Your Mobile Device and Install the Duo Mobile App

	Authenticating with Duo MFA

